Blockchain is a relatively new technology that holds the promise to reimagine the future of higher education. The first commercial use of blockchain was born in the financial industry with the inception of Bitcoin, opening many new ways to conduct financial transactions.
To illustrate how blockchain is transforming the way data is moved, consider a typical Amazon purchase. One has to create a user account on Amazon and share personal information such as name, address, and credit card number. Amazon uses that information to offer items for sale. As one transacts commerce over time, Amazon will use personal information to offer more choices tailored to the consumer's past buying preferences. The more one uses the platform, the more Amazon knows about the buyer.
However, the data about the transaction is not owned by the buyer. The data is shared with advertisers and those who would pay to have the buyer's information.
When one purchases an item, a credit card is used to broker the transaction. The bank issuing the card is the central authority facilitating the financial transaction. No money is exchanged directly and the bank takes its cut in transaction fees. Every purchase has an enormous amount of information about the buyer, the item, and transaction that is shared with third parties, often without express permission. If the transaction is facilitated on a blockchain, the buyer and seller are directly connected through their computers by a process of sharing secret permissions. The financial part of the transaction is conducted by offering something of value which is mutually agreed to by each party called a token.
The type of token is unique to each type of blockchain. Much like reward points in an airline program, the token has an agreed to value only between the parties in the transaction. Therefore, one sells an item for a certain number of tokens. The tokens are original and unique and cannot be duplicated, so the ownership is transferred from buyer create a block for data. Blocks can be created two ways. One way is by using complex mathematical computations to encode the transaction information, which fits the new block uniquely on the chain like a piece of a puzzle. If the piece does not fit the puzzle, it is rejected. It is the job of independent computers called miners to figure out the way the new piece fits. The first computer to come up with the correct calculation is awarded compensation and their block is added to the chain. Using miners to create new blocks is resource intense and time consuming, therefore the method is called "proof of work."
Bitcoin uses proof of work to create new blocks and rewards miners in bitcoin.
However, a second way to create a block of data that is quicker and less labor intense is through proof of stake and relies on a member voting process. In a proof of stake system, the members of the blockchain can validate the new block of data based on the amount of stake they hold in the system. Proof of stake is usually determined by evaluating how many tokens the members hold. Ethereum is the name of a blockchain that uses proof of stake to create new blocks. Higher education systems built on proof of stake would run more efficiently with greater control.
A blockchain can be used to store more than traded cryptocurrency transactions, and here is where blockchain gets really interesting. Ethereum, for example, makes use of a device called a smart contract to manage transactions according to a predetermined set of rules that are stated in a computer program. If conditions of the contract can be validated by the computer, then the transaction will occur automatically. A smart contract contains the prenegotiated terms that can validate and enforce the transaction. In general, if the terms of a standard contract can be defined in ways that a computer program could process the verification of performance, then a smart contract could be enforced on a blockchain. A self-executing contract provides the means to adopt the blockchain to applications seeking to transfer something of value based on performance of the parties to the transaction. If one complies with the terms of the contract, then something of value will be transferred.
Smart contracts contain the ability to embed rules and policy into higher education workflow. Tapscott and Tapscott (2016) believe academia holds a critical role in the way blockchain is changing culture. Higher education is partnering with technology startups to create networks of universities interested in supporting education about blockchain and incubating new use cases. A blockchain sponsored by a consortium of higher education leaders with a vested interest in rewarding contributors based on shared values and common goals represents the best model for higher education. After discovering the technical aspects of blockchain and exploring the differences in types of blockchain, one can consider different applications of the technology to the issues facing higher education.
PRACTICAL APPLICATIONS OF BLOCKCHAIN IN HIGHER EDUCATION
Three areas in the realm of exploration seem ready for disruption by blockchain: credentials, content ownership, and finance.
Identity Management and Credentials
Identity management and credentialing have been at the intersection of higher education and business for a long time. Credentials are the currency of learning institutions. The only way employers can verify potential employees' credentials is by contacting individual educational institutions. Verifying every student's credentials is costly and time consuming.
Employers are seeking a simpler and self-service way to verify an employment candidate's educational history. Currently, employers have to rely on the catastrophic consequences of providing false information to feel confident in the information provided on a resume. Sharples and Domingue (2016) speculate that a blockchain could provide public evidence that a student identity received an award from an institutional identity. The University of Nicosia became the first university to award blockchain-based degrees. MIT offers a digital diploma verified on a blockchain. BADGR and Mozilla Open Badge are already being used to provide digital certifications to students in higher education institutions. Sharples and Domingue note that there are issues raised by trading educational reputation as a currency. They say, "One practical problem is how to create a conversion rate between reputation and money. What is the financial value of a novel idea or a dissertation? A fundamental ideological concern is that a system of trading reputation will further entrench the commodification of education -where students browse, buy, and consume educational products, with no empathy for scholarship or intellectual value." Grech and Camilleri (2017) observe that the blockchain represents an opportunity for third parties, such as employers, to independently and privately verify that shared records are authentic and unadulterated. If employment and criminal records were stored in a promise of lifelong learning first offered by online education. Bowen (2013) speculates that using new technologies can address the problems of traditional education. Internet-based university education promotes a hybrid model to serve more adults with education, which often happens in environments outside the traditional classroom. Corporations deliver specialized training, skill assessment, and professional certification. Often corporate training and certification is on par with university standards. In addition, vocational training and industry credentials are recognized as attainment of expertise in a subject. Mikroyannidis and Bachler (2018) argue for a blockchain that offers a learner-centered approach for lifelong learning where educational content and training services combine to shape a career trajectory. A decentralized platform that recognizes the validity of corporate training alongside the traditional approach to education would provide a platform for learning bodies to collaborate and deliver a tailored learning path supporting a lifetime career. Blockchain can support a hybrid model that supplements traditional higher education with verified coursework from outside institutions. Students can customize a program to create new models of learning. OpenLearn University and FutureLearn are two systems that support hybrid education on blockchain.
The inherit virtue of the blockchain also contains a seed of caution. Casey and Vigna (2018) believe blockchain is capable of supplanting the current outdated model of trust management upon which societies and economies have functioned in the past. They see blockchain as "a social technology, a new blueprint for how to govern communities."
Because the blockchain is democratic, there is no one entity that owns it. The move to independence is contrary to the way centralized autocratic educational institutions work today. While some schools are influenced by meritocracy, it will take a consortium of leadership to adopt a blockchain with full participation of all institutions.
